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ABSTRACT With the widespread application of the Internet of Things (IoT) technology, it is expected
to become a new data management model. But IoT devices have limited resource storage and computing
power, they are highly vulnerable to hackers and leak sensitive information to third parties. The traditional
attribute-based searchable encryption schemes usually require an intelligent terminal to perform complex
calculations while accessing data, therefore IoT devices may not be able to withstand excessive calculation
burden. In this paper, we present a keyword searchable attribute-based encryption scheme with equality
test (KS-ABESWET) in the IoT by combining the notions of attribute-based searchable encryption (ABSE)
with equality test. The proposed scheme adopts a keyword search algorithm based on the inverted index
and equality test mechanism. If the keyword token match index is successful, the cloud server sends all
ciphertexts that meet the conditions to the data user. Then, data user classifies the ciphertexts by equality
test mechanism, which is executed by the authorized cloud server to determine whether the two ciphertexts
encrypted by different access policies contain the same plaintext without decrypting. In this way, data user
does not need to decrypt all ciphertexts, which decreases storage resource consumption of IoT devices
and simplifies the complex operations generated by the traditional ABSE schemes. Using outsourcing
technology, most calculations in the scheme are outsourced to the server, and IoT devices only perform
a few calculations, which reduces greatly the computing and storage burden. Based on the decisional
g — 1 assumption and decisional Diffie—-Hellman (DDH) assumption, the proposed scheme proves that
has chosen-plaintext security and chosen-keyword security. Moreover, through comparative analysis and

experimental simulation, our scheme is effective and suitable for [oT environment.

INDEX TERMS Internet of Things, keyword searchable, attribute-based encryption, equality test.

I. INTRODUCTION

A. MOTIVATION

IoT technology proposes the interconnection between differ-
ent devices, such as smart phones, infinite sensors, RFID
etc, achieves data collection, transmission and storage [1].
These 10T devices are widely used in companies, factories,
and everyday life, thus data security and privacy protection
are crucial. In particular, although IoT devices are diverse in
variety, their storage and computing capabilities are limited,
it is necessary to reduce their computation burden. In the
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application of IoT, data is always dynamically shared in a
diverse distributed network [2]. In order to prevent unautho-
rized data users accessing data, it is important to adopt search-
able encryption, access policy and equality test mechanism.
The attribute-based encryption (ABE) system [3] is an
encrypted access control mechanism that effectively protects
privacy and data security. It provides flexible data sharing
for data users in the system, allows data owners to perform
more detailed encryption operation for specified features.
The decryption algorithm is a process that matches with
the specified feature description value, so that data user
who satisfies the condition can decrypt ciphertext. Generally
speaking, ABE technology is mainly divided into two types:
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key-policy attribute-based encryption (KP-ABE) [4] and
ciphertext-policy attribute-based encryption (CP-ABE) [5].
In KP-ABE schemes, the data user’s secret key is related to
access policy, the ciphertext is related to attributes, CP-ABE
schemes are opposite. Therefore, the difference between
CP-ABE and KP-ABE scheme mainly depends on who is
involved in access policy in the encryption system.

Since the cloud server stores the encrypted data, these
ciphertexts no longer have the semantic features of plaintext.
Their logical relationships and size rules are different from
the plaintext. Hence, the plaintext search method is not suit-
able for ciphertext search. The searchable encryption (SE)
technology realizes the search function on the ciphertext. The
data user searches for ciphertexts based on the keyword of
interest and then decrypt them, which improves the usability
of cloud storage and cloud computing. In addition, the pro-
posed ABES mechanism [6] implements keyword search for
fine-grained access control. Particularly, the setting of file
index is very important in keyword search. The inverted index
is highly effective for a large dataset, because the search result
directly points to relevant files when the inverted list matches
with query keyword. In other words, the data user can search
for multiple corresponding files based on the keyword of
interest.

For many existing ABE schemes, the local computing bur-
den is reduced by controlling the size of ciphertext. Although
it decreases the storage cost, this is limited to the encryption
phase. The data users still have to perform a lot of calcula-
tions during the decryption operation, which obviously does
not apply to resource-constrained lightweight devices. In the
outsourcing technology model, data users outsource most
of the computational load to servers with strong computing
power, and these servers will execute algorithms and return
the results to data users. The outsourcing technology [7] is
widely applied to different phases of the ABE schemes, which
reduces the computation and communication burden of local
devices while ensuring fine-grained access control.

For the sake of achieving data classification and accurate
decryption, an equality test mechanism came into being. The
initial equality test is combined with public key encryption
system, so that data user could perform equality test between
two messages encrypted by different public keys. Later,
KP-ABE with equality test (KP-ABEwWET) and CP-ABE with
equality test (CP-ABEwWET) are proposed, which are deter-
mined by the authorized cloud server whether two ciphertexts
encrypted by different access policies contain the same plain-
text without decrypting ciphertext. For the combination of
ABSE with equality test, the data user first makes an equality
judgment on the searched ciphertexts, excludes ciphertexts
that have the same plaintext, then decrypts the remaining
ciphertexts, which saves time and reduces the workload.

Therefore, our solution fully considers the practical
application of ABE scheme, analyzes problems of the
existing schemes, combines searchable encryption, out-
sourced computing and equality test mechanism to construct
KS-ABESWET for the IoT environment.
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B. CONTRIBUTIONS

Owing to the limited calculation, resource and energy of IoT
devices, they are not sufficient to bear a large amount of
computing and storage burden, traditional ABSE schemes
may be difficult to realize flexible and effective data sharing
in IoT environment. Thus, we propose a KS-ABESWET in
IoT. Our main contributions are as follows:

(1) Our scheme combines ABSE with equality test. Under
the premise of ensuring fine-grained access control, data
user first searches ciphertexts according to the keyword of
interest, and then classifies all ciphertexts by the equality
test mechanism which could judge whether the two cipher-
texts encrypted by different access policies contain the same
plaintext without decryption, so as to exclude ciphertexts
that have same plaintext, and finally data user decrypts the
desired ciphertexts. In this way, invalid repeat operations in
the decryption phase are avoided.

(2) The proposed scheme is applicable to resource-
constrained devices in IoT environment. Specifically, most
of the computational load during the secret key generation,
encryption and decryption phases is outsourced to server, IoT
devices only need to perform few operations, which greatly
reduces the local computing and storage burden.

(3) On the basis of decisional g — 1 assumption and DDH
assumption, our scheme proves that has the chosen-plaintext
security and chosen-keyword security. Moreover, through
comparative analysis and experimental simulation, the pro-
posed scheme is effective and practical.

The structure of this paper is laid out as follows. Section II
introduces the related work. Section III describes the nota-
tion definitions, mathematical knowledge and complexity
assumptions. Section IV is a framework of the paper.
In Section V, The details of the paper are given. Section VI
is a security proof of the paper.The performance analysis
and experimental simulation are in Section VII. Finally,
the conclusions and future research directions of the paper
are presented.

Il. RELATED WORK

A. ATTRIBUTE-BASED ENCRYPTION TECHNOLOGY

ABE is a generalization of the identity-based encryption
(IBE) [8], [9], which replaces the identity in IBE with
attribute, and first proposed by Sahai and Waters [10] in
EUROCRYPT 2005. ABE technology plays an important role
in the fine-grained access control system [11]-[14]. In 2006,
Goyal et al. [12] proposed the first monotonous access pol-
icy in KP-ABE scheme, but the KP-ABE scheme is not as
flexible as CP-ABE, because once the data user’s secret key
is confirmed, the access structure is determined accordingly,
which leads the encryption operation to difficult, and the data
owner needs to choose a suitable attribute set for cipher-
text. Subsequently, Bethencourt er al. [15] proposed the first
CP-ABE scheme, the scheme only analyzes the security
under the general group model and does not achieve prov-
able security. In 2018, Liu et al. [16] proposed an efficient
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revocable CP-ABE scheme, the scheme adds time validity
technique based on direct revocation, but has restriction for
repeated attributes. In 2019, Li et al. [17] proposed an ABE
scheme with CCA2 security for fog computing. Wu ef al. [18]
combined ABE technology with the blockchain to achieve
privacy protection and track the private key of malicious
users, but the decryption algorithm of the scheme needs to
be further optimized. Li et al. [19] proposed a hierarchical
ABE scheme with the help of hierarchical ideas. Considering
side channel attacks, the scheme adopts leakage-resilience
technology. Currently, the application of ABE technology
is very extensive, including: cloud computing [20], cloud
storage [21], [22] and personal health records [23], [24].

B. SEARCHABLE ENCRYPTION WITH INVERTED INDEX

SE was first proposed by Song et al. [25], the scheme supports
keyword search, but does not set index, which means server
must scan the entire system to find the file that meets require-
ments, results in significant resource loss. Subsequently,
many searchable symmetric encryption schemes were pro-
posed, including static and dynamic schemes [26], [27].
In order to improve search efficiency and save costs, some
schemes [28]-[30] set different index structures, and the
schemes [31], [32] established secure SE based on inverted
index. In 2011, Curtmola et al. [31] proposed the first SE
scheme based on inverted index, but this scheme dose not
support dynamic encryption and index operations. In 2015,
Wang et al. [33] proposed a public key SE scheme based
on inverted index, which supports multi-keyword search, but
cannot achieve fine-grained access control.

C. OUTSOURCING TECHNOLOGY

In ABE schemes, as the number of attributes in access pol-
icy increases, which leads to a high computation burden of
encryption and decryption phase. In fact, due to the funda-
mental nature of bilinear mapping, ABE schemes usually
have more pairing operations. Therefore, this is a huge lim-
itation for resource-constrained devices. To solve this prob-
lem, some ABE schemes [34]-[37] generated constant-size
ciphertexts during the encryption phase, or controlled the
number of bilinear operations. However, the methods adopted
by these schemes lacked ideal expressions. In 2011, Green
et al. [38] proposed a new method, which is similar to the
concept of proxy re-encryption [39], that is in decryption
phase, the data user generates a conversion key based on
the secret key and sends it to third party to execute partial
decryption, which outsources a large number of operations to
the server and reduces the data user’s local computing burden.
In 2017, the scheme that supports outsourced encryption and
decryption was proposed by Shao et al. [40], which adopts
a two-step outsourcing operation and reduces the amount of
computation in both encryption and decryption phases. Sub-
sequently, Belguith et al. [2] proposed a secure outsourced
decryption ABE scheme for cloud-assisted IoT environment.
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D. EQUALITY TEST MECHANISM

In 2010, the public key encryption with equality test
scheme [41] solved the problem of whether two cipher-
texts encrypted by different public keys contain the same
plaintext without decryption, but this scheme allows any-
one to perform equality test algorithm. Subsequently, some
public key encryption with equality test schemes [42]-[44]
added the concept of authorization, which improves security.
In 2016, Ma et al. [45] first combined IBE with equal-
ity test IBEwWET). Later, Lee er al. [46] strengthened the
security requirements of IBEWET scheme. Wu et al. [47]
designed the IBEWET scheme for mobile cloud environment
in 2017. In order to achieve fine-grained access control, many
ABE with equality test schemes [48]-[50] were proposed.
In 2017, Zhu et al. [48] proposed a KP-ABEWET scheme,
which enjoys a more flexible authorization process, but this
scheme is proved to be unsafe by Liao er al. [49]. Recently,
Wang et al. [50] proposed a CP-ABEWET scheme based
on the bilinear pairing and Viéte formula, which achieves
multi-function and secure data sharing in cloud computing.

Q Trapdoor request g

. Return TRg
Alice Bob

FIGURE 1. The process of equality test.

The Figure 1 is a brief introduction to the process of
equality test algorithm. Alice receives two ciphertexts CTy4
and CTp, delegates the authorized cloud server (ACS) to
perform equality judgment on the two ciphertexts. She first
sends the trapdoor request of ciphertext test to Bob in the
same system. Then Bob returns trapdoor T Rp to Alice, Alice
generates its own trapdoor TRy and transmits two pairs of
ciphertexts and trapdoors: (CT4, TR4), (CTp, TRp) to the
ACS to execute equality test (two ciphertexts do not need
to be decrypted during testing). If the two ciphertexts con-
tain the same plaintext, ACS returns 1 to Alice, otherwise
returns 0.

IIl. PRELIMINARIES

A. NOTATION DEFINITIONS

Our scheme contains many mathematical symbols, in order
to improve the readability of the paper, we list these symbols
and their explanations (as shown in Table 1).
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TABLE 1. The explanation of symbols.

Symbol Description
G; (i €[1,2]) Multiplication cycle group
Zp Residual ring of modulo p
K Security parameter
PP Public parameter
MSK Master secret key
H; (i € [1,4]) One-way hash function
S Attribute set
SK’ Outsourced secret key
SK Secret key
M Shared matrix
(M,p, {:Dp(i) }) Access policy
cT’ Outsourced ciphertext
My, (5 € [1,m]) File
Hy (My;) The hash value of My,
EH1 (M7Ij) (M,,J ) The ciphertext of My
cry The ciphertext of Hy (Mx;)
w Encrypted keyword
w’ Searched keyword
Index The index of w
cT Uploaded ciphertext
Token The token of w’

1 Termination symbol
cT"” Partial ciphertext
SK" Partial secret key
CTin Intermediate ciphertext

TR Trapdoor
A Adversary in the secure game
B Simulator in the secure game

B. BILINEAR MAPPING

Let G; and G; be two multiplicative cyclic groups whose
order is prime p, g be a generator of G;. Lete : G| x G| —
G, be a bilinear mapping when it satisfies the following
characters [51]:

(1) Bilinearity: For Va,b € Z,, exist e(g”,gb) =
e(g. 9)".

(2) Non-degeneracy: 3g € Gy, such that e (g, g) # 1.

(3) Computability: For Vu,v € Gy, e (u,v) is efficiently
computed.

C. LSSS ACCESS POLICY
Let P be a set of entities, a LSSSTI defined on P includes [52]:
1) The shares for each entity form a vector over Zy; 2) There
is a shared matrix M of size / x n for Il and a mapping p
from {1,2,---,I} to P. We randomly select a vector v =
{s,vy,v3,---,v,} € Z?, where s is a secret, v; is a random
value in Z,. Then MVTPis a vector of / shares of s based on
I, the share (MivT) belongs to entity p (i), and is expressed
as A; = (Myv').

LSSS defined by the above method is reconstruction: Sup-
pose that IT is a LSSS for access policy A. On the one
hand, for the authorized set of data user S € A, we define
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I = {i:p(eS} < {1,2,---,1}. There is a vector
w = {w; € Zy},_,,sothat )" oiM; = (1,0, - -, 0), we have
iel

Y wiM;vl =Y w;A; = 5. On the other hand, for the unau-
iel iel

thorized set of data user, there is a vector @ € Zg, so that
@-(1,0,--- ,O)T = —l,wehavedrMiT =0, wherei e I.

D. INVERTED INDEX

In SE system, the inverted index [53] is used to improve
the search efficiency of file, which is a more practical
structure, as shown in Table 2. Index,, denotes an index
list of keyword w;, M;, denotes a file that contains key-
word w;. The inverted index includes many index lists, such as
Index,,,, Index,,, - - - , Index,,, The index list of a keyword
is a collection of the files that contains the keyword, that is
M, M5, -, M;p,.

TABLE 2. The inverted index.

Index Files
Indezw, My, My2, - s Min,
Index.y, Ma1, M2,2,- -+, M2 n,
Index., My, Mo, My n,

E. COMPLEXITY ASSUMPTION
The security of our scheme relies on the decisional g — 1
assumption [52] and DDH assumption [54]. The description
of these complexity assumptions are as follows:

Definition 1 (Decisional g — 1 Assumption): For all prob-
abilistic polynomial time (PPT) algorithm, lety =

s

88 .
g g, g, g™, g Vi elg.ql
g V) el2q.ql. i#q+1
a'bj/b? vi(iii .,y
g T V(ij.)) €2q.9.91. j #J
gmfb,-/hj, ’ gsa'b_,-/b]?, v (

2
/0

i.j.j)€la.q.q1. j#]

It is difficult to distinguish between (y, e(g, g)s"q+l)and
(y,Z),where g € G1,Z € Go,a,s,b1,--+ ,by € Zp.

Definition 2 (Decisional Diffie-Hellman Assumption,
DDH): 1f any PPT adversary A can distinguish between
tuple (g, g%, g%, g1%2) and (g, g%, g*2, Q) with a negligible
advantage, the advantage Adv 4 of A is defined as

AdvA — |Pr [.A (g7g2|’gzz’ gz1z2) — 1] _
Pr[A(s. g7, 82 0) = 1]|

where g, 0 € Gy, z1, 22 € Zp.

IV. SCHEME ARCHITECTURE

A. SCHEME MODEL

In this section, we describe the participants and the frame-
work of scheme. Table 3 lists that each participant needs
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TABLE 3. The participant and algorithm.

Participant Algorithm

AA Setup, KeyGen
CS Search

OKGS KeyGenout
OES Encryptout
ODS Decryptout
ACS Equality Test
DO Encrypt (Encrypt — files, Encrypt — keyword)
DU TokenGen, Decrypt, TrapGen

to perform algorithms. For example, AA is responsible for
executing the Setup and KeyGen algorithm. The specific
description is shown in the next two subsections.

1) SCHEME FRAMEWORK
The structure of scheme is shown in Figure 2, (1) to (11) are
the algorithms in the scheme. It mainly contains eight parties.

(31, £)
LQJ @cr

OES

N (CT", SK")

) e > UL /
. Ok S t\
Q@ | T oSk
|
|

oDs P i

»
(8) CTiy

"

?.J}’

/
/
/

(1) (CT",, TRAX(CT" uTRn) ~
0‘

FIGURE 2. The framework of scheme.

Attribute Authority (AA). AA is in charge of system estab-
lishment. It generates public parameter and master secret key,
and collaborates with OKGS to generate the data user’s secret
key.

Cloud Server (CS). CS takes charge of storing uploaded
data and helping data user to search for desired ciphertext
according to the index, then it returns corresponding result.

Outsourced Key Generation Server (OKGS). OKGS pro-
duces data user’s outsourced secret key according to public
parameter and sends it to AA.

Outsourced Encryption Server (OES). OES generates out-
sourced ciphertext based on the access structure and returns
it to DO.

Outsourced Decryption Server (ODS). After receiving
partial ciphertext and partial secret key, ODS performs out-
sourced decryption algorithm, obtains the outsourced cipher-
text, and then transmits it to DU.
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Authorized Cloud Server (ACS). ACS is responsible for
judging the equality of two ciphertexts according to the equal-
ity test algorithm, and returns corresponding result.

Data Owner (DO). DO is in charge of encrypting data,
collaborating with OES to generate ciphertext, and uploading
itto CS.

Data User (DU). DU is responsible for generating a token
of the keyword and sending it to CS. If the search is success-
ful, DU will gain the ciphertext, and then collaborate with
ODS to obtain the plaintext. When it is necessary to determine
whether two ciphertexts contain the same plaintext, DU sends
two pairs of ciphertexts and trapdoors to ACS, ACS executes
equality test algorithm and returns result to DU.

2) THE DEFINITIONS OF SCHEME

The proposed scheme mainly includes 11 algorithms: Setup,
KeyGengyy:, KeyGen, Encrypt,y:, Encrypt, TokenGen, Search,
Decryptoy:, Decrypt, TrapGen, Equality Test, which are
defined as follows:

Setup (k) — PP, MSK . The setup algorithm is performed
by AA. Inputting security parameter «, it outputs public
parameter PP and master secret key MSK.

KeyGeng,; (PP, S) — SK'. The outsourced key generation
algorithm is performed by OKGS. Inputting public parameter
PP and attribute set S, it outputs outsourced secret key SK’.

KeyGen (MSK , SK’ ) — SK. The key generation algo-
rithm is carried out by AA. Inputting master secret key MSK
and outsourced secret key SK’, it outputs secret key SK.

Encryptou (PP, (M, p, {xp@})) — CT’. The outsourced
encryption algorithm is carried out by OES. Inputting public
parameter PP and access policy (M, p, {xp(i) }) it outputs
outsourced ciphertext CT".

Encrypt. The encryption algorithm is executed by DO. The
encryption process is divided into two parts: encrypting files
and encrypting keyword.

(1) Encrypt — files (PP H, ( ) CT’, (M, 0, {xp(,-)}))
— CT,;; My, ,My,,--- .M, is a file set that contains
the keyword w. First, DO calculates hash value Hi (M,,_/)
of the file, and symmetrically encrypts M, with H; ( )

EH1 w, (M) is obtained, then H (M,,) is encrypted by the

following algorithm, where j € [1, m].

The algorithm inputs public parameter PP, hash value
Hy (My;), outsourced ciphertext CT’ and access policy
(M, p, {xp()}). outputs ciphertext C T’ !

(i) Encrypt — keyword (PP w, CT ) — Index. The algo-
rithm inputs public parameter PP, keyword w and outsourced
ciphertext CT’, outputs keyword index Index.

Finally, the encryption algorithm outputs ciphertext CT =

<{EH1 () (M), CT, } I Index).

Jel,m]
TokenGen (PP, w', SK) — Tok. The token generation
algorithm is carried out by DU. Inputting public parame-
ter PP, keyword w' and secret key SK, it outputs keyword

token Tok.
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Search (Index, Tok) — CT /L. The search algorithm is
performed by CS. Inputting keyword index Index and token
Tok. If Index matches Tok successfully, the algorithm outputs
ciphertext CT, otherwise outputs L.

Decryptou (CT”, SK") — CTjy. The outsourced decryp-
tion algorithm is performed by ODS. Inputting partial cipher-
text CT" and partial secret key SK”, it outputs intermediate
ciphertext CTj,.

Decrypt (CT,SK,CTy,) — H; (Mnj)~ The decryption
algorithm is carried out by DU. Inputting ciphertext CT,
secret key SK and intermediate ciphertext CTj,, it outputs
hash value Hj (M,,) of the file. Then, DU symmetrically

decrypts EH1 (Mn-) (Mnj) with Hj (M,,j) to get M,;, where
7

jell,m].

TrapGen (PP, S,SK) — TR. The trapdoor generation
algorithm is performed by DU. Inputting public parameter
PP, attribute set S and secret key SK, it outputs trapdoor 7R.

Equality Test ((CTX, TRA) , (CTé’, TRB)) — {0, 1}. The
equality test algorithm is carried out by ACS. Inputting
two pairs of ciphertexts and trapdoors: (CT}, TR4) and
(C Tg , TRB). If two ciphertexts contain the same plaintext,
the algorithm outputs 1 and otherwise outputs 0.

B. SECURITY MODEL

In this section, we present definitions of chosen-plaintext
security and chosen-keyword security for the scheme. They
are described as an interactive game between the adversary .4
and the simulator B (as shown in Figure 3). The game process
mainly includes 5 stages: Setup, Phase 1, Challenge, Phase 2
and Guess. The specific interaction process is described in the
secure game.

—Run setup algorithm—-»
+——FPhase | query——»

Challenge >
<+——Phase 2 query——»

. “« Guess:
Simulator

Adversary

FIGURE 3. The process of secure game.

1) GAME 1: CHOSEN-PLAINTEXT SECURITY
The chosen-plaintext secure game is as follows:

Initialization. A submits a challenge access policy
(M, " {10}) t0 B.

Setup. B executes Setup (k) algorithm, produces public
parameter PP and master secret key MSK, and makes PP to
public.

Phase 1. A sends an attribute set S’ to B and issues adaptive
queries. However, the restriction is that the attribute set S’
cannot satisfy the access policy (M*, o, {xp*(i)}) for each
query.

Secret key query: B performs KeyGengy, (PP, S’ ) algo-
rithm and KeyGen (MSK , SK') algorithm to produce the cor-
responding secret key, and returns to A.
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Trapdoor query: B performs TrapGen (PP, S’, SK) algo-
rithm according to secret key, transmits trapdoor to .A.

Challenge. A submits two hash values H; (My), H; (M1)
to B. B flips a coin to choose b € {0,1} and per-
forms Encryptou (PP, (M*, p*, {x,+t)})) and Encrypt —
files (PP, Hy (Mp) , CT', (M*, p*, {x,+»})) algorithm to
obtain ciphertext CT,*, then sends it to A.

Phase 2. A repeats the inquiry of Phase 1, but the restriction
is that the attribute set cannot satisfy the access policy.

Guess. A outputs a guess b'. If there is ¥ = b, it means
that A winning the game. The advantage of .4 wins the game
is defined as

Advy = |Pr[b' =b]—1/2]

Definition 3. If any PPT adversary wins the above game
at most with a negligible advantage, our scheme proves to be
chosen-plaintext security.

2) GAME 2: CHOSEN-KEYWORD SECURITY
The chosen-keyword secure game is as follows:

Setup. B executes Setup () algorithm to produce public
parameter PP and master secret key MSK, while making PP
to public.

Phase 1. A issues adaptive queries:

Token query: A gives a query keyword w', B runs
TokenGen (PP, w', SK) algorithm, sends Tok to A.

Challenge. A chooses two keywords wg, wy at random,
B flips a coin to select b € {0, 1}, executes Encrypt —
keyword (PP, wp, CT’ ) algorithm to produce keyword index
Index, sends it to A.

Phase 2. A continues the inquiry of Phase 1, but the restric-
tion is that A cannot query the keyword wg, w anymore.

Guess. A outputs a guess ', If there is ¥ = b, it means
that .4 winning the game.

Definition 4: If any PPT adversary wins the above game
at most with a negligible advantage, the proposed scheme
proves to be chosen-keyword security.

V. KS-ABESWET

Aiming at resource-constrained IoT devices, through the
analysis of existing schemes, we introduce the keyword
search, outsourcing, equality test algorithm based on the
general ABE scheme to construct our solution, realize various
functions of cryptographic scheme. The proposed scheme
mainly includes 11 steps, specific structure of the algorithm
is described below.

Setup (k) — PP, MSK: This algorithm inputs security
parameter «, it chooses a bilinear mapping ¢ : G; x G| —
G», where G| and G; be two multiplicative cyclic groups
whose order is prime p, g is a generator of G1. The algorithm
selects u, h,d,f € Gy, ri,r, 13,14, a,0’ € Zy at random,
computes g1 = g'', g2 = g'2,83 = g7,84 = g'*, sets
H, :{0,1} - G, Hy : Gy — Gy x Zp, H3 : Gy — Gy,
Hy : {0, 1}* — Z,, where H, H, H3, H4 are one-way hash
functions. The algorithm outputs public parameter PP and
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master secret key MSK as follows:

PP = (g, u,h,d.f, g1, 82 83, 8 Hi, Ha,
Hj, Hy, e(g. )%, e(g. 9)%)

MSK = (rl, ra, 13, 14, O, a/)

Making PP to public.

KeyGenyy: (PP, S) — SK’: This algorithm takes public
parameter PP and attribute set S as input. Let k indicate
the size of S, x1,---,xx € Zp, denote attribute value in
S, namely S = {xi,---,x} € Z,. It randomly chooses
VoY Y1, Y Yy Vi € Zp, computes

L = (“xih)y'.d_yv L= (”xih)yiv

Li,2 — (uxih)yid—y,’ Li,,Z — (uxih)yi,
Ly =g, Lézgy/, Lis=g",
Liy = =f".Ls=f"

The algorithm outputs outsourced secret key

SK' = (Li,l,L,{,l, Ly, L,{,z, L3, L, Lia, L,-/,4,L5, Lg)ie[l’k]

KeyGen (MSK ,SK' ) — SK: This algorithm takes master
secret key MSK and outsourced secret key SK’. It performs
the following calculation:

Ti = g"(Ls)"" (Ls) ™"
T{ = ¢* (Ls)""* (L
T, = (L3)r1r2( ) r3ra _ r1r2y+r3r4v
pay
x, ))’ i
Yin)d>)",
))’trl

/
— o rlrzy+r3r4y
=g f

)”3"4_ o r1r2)+rgr4y

= ((u
= (u
= ((u
= (u"

h_[\
N
— — — — — —— =

. o
I

—_~

~

~~

~

N—

<

<3

=

Tia = (Lip)" = ( uxih)y;d_y) 4,
T/ = (L5)" = (win)™,
Tis = (Li2)"” = ((ux"h)y;d y) ’
Ti/,S — ( 1(,2 3 (ux,-h)%rs’

Zy =g 2 =17
The algorithm outputs secret key
K = (SK1, SK3)
where
SKy = (T1.T{, T2, {T;1. T}, Ti2. T} 5. Ti 3,

Ti4, T} 4. Tis, Til,S}ie[],k])
SKZ = (Z], Z2)

Let SK; be used to decrypt ciphertext and generate the
trapdoor of equality test, SK> be used to produce the keyword
token.
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Encryptou (PP, (M, p, {xp@})) — CT’: This algorithm
inputs public parameter PP and access policy (M, p, {x,()}).
In the access policy (M, 0, {xp(i)}), M is a shared matrix
of size [ x n, p denotes a mapping from {1,2,---,/} to P,
that is map each row of M to an attribute, x,; is attribute
value. If the authorized set of data user is A, the algorithm
definesI = {i: p (i) € A} C {1,2,---,1[}. Hereafter, it ran-
domly selects o, t, 1,501,002, ,42,01,"-+,0] €
Zp, computes

C/=d% D, =g " D,=g7 ",
Djs=gh', Diy=gi, B = (won) ™,
F'=g% Dj=g]"\Di=4¢g)

The algorithm outputs outsourced ciphertext
CT = (F’,DQ’D’z, {c/ D, 1,Dlz, Dl3,D,4,E }ld)

Encrypt: The encryption process is divided into two parts:
encrypting files and encrypting keyword.

(i) Encrypt — files (PP Hl( ) CT’, (M,,o, {xp(i)}))
= CTy: My, My, -+ My, isa flle set that contains the
keyword w. First, the hash value H; (M. ,7/) of the file My,
is calculated, let H; ( ) be a symmetric key to encrypt
M;;, then EH1 giw”it) (M,7 ) is obtained, and finally H; (M ) is

the fo

encrypted by llowing algorithm, where j € [1, m].

This algorithm makes public parameter PP, hash value
Hi (My;) € Gy (j € [1,m]), outsourced ciphertext CT’ and
access policy (M, 0, {xp(i) }) as input. It chooses a vector v =
($, 92, ,¥Yn) € ZZ’ s is a secret, 2, - -+ , ¥, are random
value. For i € I, it calculates A; = v - M;, M; represents
the vector of i-th row in M. It chooses T € Z, at random,
computes

é’?/ = (Hi (Mm') |IT) @ Ha (e(g, 9)*),
677/‘ = H (Mnj)r - Hj (e(g, g)a/r> , D=g’,

D' =g", C'=fT, C=f"(C])=fd",
/ oi—li1 / 0i—li2
Diy=D;y=g8 ", Di2=Dij;=g ",
ti1 li2
D3 = ,3—821» D;4 = ,4—84,

The algorithm outputs ciphertext
Ty = (énj, Gy D.D.C'. {Ci. Dyt i,
D;3, D4, Ei}ie,>

where j € [1, m].

(i) Encrypt — keyword (PP, w, CT’ ) — Index: This algo-
rithm makes public parameter PP, keyword w and outsourced
ciphertext CT’ as input. It arbitrarily chooses T € Z,,
computes

F sz . (F/)—H4(W) szg—H4(w)0
Dl =D/l =g(17’—l" D2=D/2=gt2,D3=g‘E
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The algorithm outputs keyword index
Index = (F, D1, Dy, D3)

Finally, the encryption algorithm outputs ciphertext

CT = ({EHl () (My;) CT,;;}‘ ,Index)
jell,m]

TokenGen (PP, w', SK) — Tok: Taking as inputs public
parameter PP, keyword w’ and secret key SK . This algorithm
randomly selects ¢ € Z,, computes

Ki= gm0 gy =

K3 = (Z1)® = g""*,

g0,
Ky = (Zp)" =f""*
The algorithm outputs keyword token

Tok = (K1, K2, K3, K4)

Search (Index, Tok) — CT/L: Taking as inputs key-
word index Index and token Tok. Whether the data user can
search for the desired ciphertext is determined by whether
the following equation holds. If the equation (1) holds, Index
matches Tok successfully, and the algorithm outputs cipher-
text CT, otherwise outputs L.

e (D3, Ky) 2
e(F,K3)e(Dy,Ki)e(Dy, Ka)

Decryptoy (CT”, SK") — CTy,: DU transmits partial
ciphertext CT" (C'.{Ci. Di,1. Di2. Di3. Dig. Ei},,)

{70170 T2, 77

ey

and partial secret key SK” = (T,

T;3, T4, Ti/,4, T;s, Ti/’s}ie[l k]) to ODS to perform out-

sourced decryption algorithm.

This algorithm inputs CT"” and SK”. If data user’s attribute
set satisfies access structure, there is a constant {a)i € Zp}ie 7o
so that >~ w;M; = (1,0, - - - , 0), where M; indicates the vec-

tor of l-ltel{ row in M. It performs following calculation:
O = H (e(Ci,T2) e (Diy, Tin) e (Di3, Ti2)
iel
e (Ei, Ti,3) e (Di,2, Ti,4) e (D,;4, T,-,S))“"' )
0 = 1_[ (e (C/’ Tz) e (Di,l, Ti/,l) e (Di,3v Ti/,2)
iel
e (Ei Tiz) e (Di2. T{4) e (Dia. Tis)) 3)
The algorithm outputs intermediate ciphertext

CTiy, = (01, 02)

Decrypt (CT, SK, CTy,) — Hj (M,U): This algorithm
takes ciphertext CT, secret key SK and intermediate cipher-
text CT;, as input. It computes

e(D,Ty)
Y= ——- 4
1 o 4)
e(D',T))
Y= ——= 5
2 05 Q)
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Hy (My) |lr = Cy ® Hy (Y1) 6)

If D' = g% and C,,;/Hy(M,;,)" = H3 (Y2) hold, the algorithm
outputs hash value H; (M ,b.j. Then DU symmetrically decrypt
EH1 (Mn,-) (M,,j) with H (M,,j) to obtalnM,,j, wherej € [1, m].

TrapGen (PP, S, SK) — TR: This algorithm inputs public
parameter PP, attribute set S and secret key SK. It selects
€ € Zp at random, and computes

/ Y/
R = Tl/ — gafr1r2y+r3r4y Ry =T, = gr1r2y+r3r4} ,
/g i1\ Vir2E G i\ Vil1E
Riy =T/ = (uh)"™", Rip =T/, = (u'h)™",
- = = _ ) B
Ri,3 — Ti/,€3 — gr1 rzy,s+r3r4)ie, Ri,4 — Ti/,it — (ux,h)},me,
Rl’S — Tl/’gs — (uxih)yims
The algorithm outputs trapdoor

IR = (Rl,Rz, {Ri,l,Ri,Z,Ri,S,Ri,4,Ri,5}i€[1’kl)

Equality Test ((CT{, TR4) , (CTg, TRg)) — {0, 1}: This
algorithm inputs two pairs of ciphertexts and trapdoors:
(CTX, TRA) and (CTl;’, TRB). It computes

’ e (DI/A’ RI,A)
(DA = ;
e (Cy, Raa) [1e (Dyi1y.a, Riiny.a)
iel
y 1
[Te (Diis1a, Rii2).4) € (Eia, Rii3),4)
iel
X ! (7
[1e (D245 Riiay.a) € (Dii 4,4, Rii 5),4)
iel
@y = Ca/Hz (P)) ®)
o — e (Dlg, R1.p)
B (Cp. Ro.8) [T e (Dyiy.. Ryi1).8)
iel
y 1
[Te (D318, Rii2y.5) € (Eip. Ryi3).5)
iel
X ! 9
[Te (Dyi2).8. Riiay.8) € (Dyia).8. Ryi.5).8)
iel
dp = 63/[‘13 ((b;g) (10)

If e(®a, D) = e(Pp, D)) holds, that is Hy (M) =
H| (Mp), it shows M4 = Mp, the algorithm outputs 1 and
otherwise outputs 0.

Correctness: The following is the correctness verification
process of the algorithm in our scheme.

1) Search: If the keyword in index is the same as the
keyword in token, then the equation (1) holds. It indicates
that the matching is successful, DU can obtain the desired
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ciphertext.

e (D3, Ky)
e(F,K3) e (D1, K1) e (D2, K2)
e (gf’frlrza)
e (ffg7H4(w)a’ grlrzé‘) (g<17 t’ g§14(w/)g)
1

X e

<g2, g )

e (gf’frlrzé‘)
e(f, g)” rzfse(g’ g)—m r208H4(W)e(g, g)r] raaeHs (W)
1

X

2) Decryption: The decryption operation is as follows:

01

Y

O

e(g’ g)—rl r2t£H4(W’)g(g’ g)r1 roteHy(W')
1

= 1_[ (e(Ci,Tr)e(Di1. Tit) e(Di3, Tiz)

iel
e (Ei, T;3) e (Di2, Tia) e (Dia. Tis))™
(d”‘, gr1r2y+r3r4y'>

: i4)
— 1_[ (e (f)hi’ gr1V2y+r3r4} )

iel

l (grlcz ritin uxz},rz)e(grlm—rllzl hyzrz)
(grlff, i1 ,d~ yrz) (grztu xly,rl)
(grztzl h}’trl) (ngttl d yrl)

e 7xp(t)(71 rlrzy,+r3r4y,>

4

e (grwz LU ,y,r4) e (gr30i—"3[i,2’ hy;m)

h O, r1 rYi+rray; )

. "
.e grwz r3ti2 d y r4) e (gmtl,z’ uxr)’,’3>

wj

) _y
.e gr4l,2 hy,fz) <gr4l,,2’d )r3>

!
Aiw; r ry+ryrgy
[Te (e e™™)

iel
— (flezr hieo g’1'2y+r3r4y’)

— (fs, gr1r2y+r3r4y/)
e(D, Ty)
01
e(g’ g% e (gshfrl r2y+r3r4y’>
e (fs7 g rz)’+r3r4y/)
= e(g. 9"

=[] (e(C’.T2) e (Dis. T},) € (Dis. T},)
iel
e (Ei, T;3) e (Di2, Ti/,4) ¢ (Dia4 Ti/,S))
— e ( T gl r2y+r3r4y’> l_[ (e (g”lai*rlli,17 uXiyin)
i€l
e (grltfi—rl ti1 , hyirz)le (grztm , uxz'yirl)
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-e

e (grsaz r3tion hy,m) e (gmli,z’ uxt'yﬁrz)

.e (grztzl Wi rl) ( _xp(i)o'i’ grl V2Yi+r3r4)7;')

hoi, r1r2y1'+r3r4)’f) e (gr3‘7i*73li,2, uxiy,’-m)

. e(gr“[’z hy,fz))

r| r2V+r3r4}

Y, =

e<gf,g

e ’T’)

) e (gr’fr1r2y+r3r4y/>

e (ff, g 72)’+r3r4y’)

=e(g, 9"

Through
is Hy (M
Cy,/Hi(M

the above calculation of equation (2)-(5), there

it = Cp @ Hh(Yp. If D' = g% and

ﬂj)r =

Hj3 (Y2) hold, the ciphertext can be

decrypted, where j € [1, m].
3) Equality test: For equation (7)-(10), the following cal-
culation is performed.

E(D:L\,RI,A)

), =

¢ (C), Ra.a) [Te (Dyi1y.a: Rii1y.4)

iel

1

Tl (Piusya Riaa) € (Eins Ry )

iel

1

X
[Te (D234, Riiay.a) € (Diiay a0 Rii5).4)

iel

e <ng’ go/) e (gTA’frl rZ)’A+’3"4Y;;>

X

e ( T, grlrzyA+r3r4yg>

1
[Te (g”lai,A—rlf(i,l),A’ uXiYi,Arzé)
iel
1
[Te (grlai,A—"ll(i,l),A’ th,AVZE)
iel
1
[Te (gr2t{i,1),A’ uxt'yj‘Arlg‘)
iel
1
[Te (grzt[i,l),A’ hyz',Arlé)
iel
1
e (fop(,-)ai,A7gr1r2Y1,A§+r3r4y;-,A5>
iel
1
1—[ e (h—o,;A’ grl rzyi,A5+r3r4)’§,A5)
iel
1
1‘[ e (g’”}Ui,A_r}t(iJ),A’ uXi,V’i,Amé)
iel
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1

e (gr3Ui,A_r3f(i.2).A7 hyf',A”é)
iel
1

1_[ e (gi’4l(i,2),A’ uxiY;‘,A'@E) e (gmt{i-z},A, hy;vArgé)
iel

= e(g. )™
Op = Ca/Hs (®))

= Ca/H3 (e(g, 2" rA)

X

X

= Hy (Mp)™
Similarly
Dy = e(g. ) ™
p = Co/Hs (e(3.9)"™) = Hi (Mp)™
If

e (P4, Dp) = e (Hy (Ma)™ , g™) = e(H| (Mp) , g)™™
e(®p, D)) = e(H) (Mp)™ , g™) = e(H; (Mp) , g)™™

There is
e (P4, Dp) = e (Pp. D))

Thus Hy (Ma) = Hi (Mp), it shows that CT) and CTy
contain the same plaintext.

VI. SECURITY PROOF
A. CHOSEN-PLAINTEXT SECURE GAME
To prove the security of our scheme, suppose that there is a
PPT adversary .4 and a challenge matrix that satisfies the con-
straints, A breaks the proposed scheme with a non-negligible
advantage on selective conditions. Based on such an attacker,
we construct a PPT simulator B that solves the decisional g— 1
assumption with a non-negligible advantage. For the proof of
selective security, A needs to submit a challenge access policy
before the game starts, and then through the indistinguishabil-
ity process of the two ciphertexts to achieve the security proof
of the scheme. Chosen-plaintext security means that .4 can
select the plaintext and obtain the corresponding ciphertext.
Theorem 1: If the decisional ¢ — 1 assumption holds,
all PPT adversaries have a challenge matrix of size | x n,
where [, n < g, and they break the proposed scheme with a
negligible advantage on selective conditions.

Proof: The simulator performs the following chosen-
plaintext secure game with adversary, we use the secure game
to testify the above theorem. Figure 4 shows the interaction
between the simulator and the adversary in the secure game.

Initialization. .4 commits a challenge access policy
(M*, p*, {5+ }) to B, where M* is a shared matrix of size
Ixn(,n<q),p":[l] > Zp, [l]denotes {1,2,---,1}.

Setup. B randomly chooses ri, ra, r3, r4, @, &, i, h,d €
Z]% computes g1 = grl’ 82 = grz’ 83 = g"37 84 = gr4’
then selects three one-way hash functions: H; : {0, 1}* —
G, Hy : Gy — Gy x Zp, H3 : Gy — Gy.
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Initialization

Submit a challenge access policy
(M"p"‘{xc‘af?}l

B -
Setup
@ PP
B » A
\7;1 77777777777777777777777 I
(1) Generate

Phase 1

(1) Submit an unauthorized attribute set §'
Issue secret key and trapdoor query

B* A
I (3) 5K, TR
@ Compute

LI

Challenge

(1) Commit two hash values H,(M,),H, (M)

.
1
1
1
[ SK; = (T T, (10,0, T 0. T T
1
1
1
1
1
1
1
I

Similar to Phase 1, but the submitted
attribute set cannot satisfy the access policy

Guess

(L) Give a guess b

FIGURE 4. The secure game between simulator and adversary.

Additionally, B implicitly sets @ = a9t +&, o’ = a9t +&’,
f = g% It computes

*

o 5 ) My
g )

g=gu=¢g" T[]

(.)ell,n
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i R
B T ()
(.J7)ell,n]
~ o M*
7o \NM
d=gd~ 1_[ <ga/b]) /J’fzga’
G.J/)€lln]

e(g.9)" = e (8 ¢") - eg. 0%,

e(g. 9" = e (g g") - e(s. 0
The public parameter and master secret key are as follows:
PP = (g,u,h,d,f,Hy, H>, H3,
e(g. 9)" e(g, g)"‘/)
MSK = (r1,r2, 13, 14,2, )

B transmits PP to A.

Phase 1. A sends an unauthorized attribute set to 53, 15 runs
KeyGen,,,;, KeyGen and TrapGen algorithm to generate secret
key and trapdoor. For convenience, let .4 submit the attribute
setas S’ = {xl, cee ’X\S’I}'

Since S’ is an unauthorized attribute set that does not satisfy
(M*, p*, {xp+i}). there is a vector = {wi, -+, w,}' €
ZZ, such that w; = -1, and for all i € I =
{ili € 1N xpxy € 8}, there is (M, w) = 0. B arbitrarily
chooses ¥,y € Z,, implicitly sets

y=94+wal +wal™ "+ 4 w,att "
=y+ Z a),ﬂqH_i
ieln]
y/ — 5)/ +w1aq +wzaq_l 4. +wnaq+l—n
=y + Z wial™
i€[n]

And computes

F+ Y wiattl
L= =(g)
, 5/_'_ Z wianrlfi
L= = () @
F+ Y watt
L3 = g}' =g i€[n]
, y/+ Z wlaq-%—l—z

Lé = gy =g i
Then
T = ga(LS)rlrz(Lg)r.?M

Lo | 5 Y et
_ ga‘l+ +a (ga) ien

rra| ¥+ Y wiad 1l
. (ga) i

— <gaq+1g&) gajz 1_[ gwiu‘ﬁ'Q—"
i€[n]

314

rir2

gas)/ 1—[ gw'_aq+27i
i€[n]
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T]/ gOl/(LS)rlrz(Lg)r3r4
g+l =/
(g“ g% )
ay wiaq+2—i
g []e

ieln]

(L3)r1r2 (Lé)r3r4

rer r3ra

gas)/ 1—[ gw'_aq+27i
icn]

b

ryra rary

= qH1—i 4 qdt1—i
g l—[ g g ]_[ g
i€[n] i€[n]

Besides, for all i € [lS/|], B must calculate d ™7,
a7, Winy, (uxih)y; separately before calculating Tj i,
Ti/,l’ T; o, Ti/,2’ Ti3,Tia, Ti/,4’ T;s, Ti/,S' B selects y;, )NI: S Zp
at random, and implicitly sets

- . by
e R D
7ell] i p*(")

Xp (if) ¢S’

wjbyat™=

D>

(/',i’)e[n,l] Xi — xp*(i/)
xp*(i/)¢s/
/ ~/ ~/ by
V=46 Yy ——
/e[l Xi = Xpx(i)
'xp*(i,) ¢S’

wjbyad™=
f oy o

Giyetny N
xp*(i’)¢5,
Then it computes
—(_\7+ > w,'a‘1+]_">
d7Y =d i€[n)
=Y watt
—dV.q i€n
_wianrl—i
~ o M.*.,
= d y . 1_[ g . l_[ (g /]) JJ
i€[n] GJ)ell.n]
5 1—i\ —do;
—d77. 1_[ <ga¢i+ )
i€[n]

. *
l—[ (ganrlJrj'fi/hj) 7w’Mj.j’

(i )€eln.l,n]

J#
[ ()™
@ )elnl]
_ g—&y_ l—[ (gaf’/bj)_ﬂ”f/
(J)elln]
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NG

ie[n]
_wiM* /

[T (em) ™

(i.j.j")€ln,1,n]
J#i

1—[ (gaqﬂ /b,-) _(“”M}k)
Jel]
X ) €S

, — 5+ 3 wjadt!—
d = d i€
—y'M*

=g . H (g“j//bj) i

G.Jell.n]

g+1—i —dw;
1)
ie[n]
l—[ ( gaq+1+/—i /b/-) —oiMy

(i.j.j")€ln,1,n]
J#i
1—[ (gaqﬂ/b,-)_(“”w)
Jel
Xp*(i)¢s/

To calculate L |, L ,, B first computes

Lig=g"
_ gjzl- . 1_[ (gb,-/)xi—x/')*(i/)
i'e[l]
Xp*(l-/)¢5,

%

l_[ (gbi/aq"'l_k/) W

(k/,i/)e[n,l]
Xp (il ¢S’

‘-’J

— i, l_[ (gbi/)wT(f,)

Xp* (i’) ¢S,

wrr

l_[ (gbi/aq"'l_k/) W

(K',i")eln,1]
xp* (i’) ¢S/

Then

Tiz = (Lia)"" (L)

3

— gj)l . 1_[ (gbi/ ) xi_xl;* (i/)
iell]
Xp* (i’) ¢S/
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rir
byt \ Ty
[T ()
(', eln,1]
xp*(i’)¢S’
)—)/
g ] (8bi/>xl ()
i'e[l]
Xﬂ*(l-/)¢5,
r3ry4
l_[ ( b-/aq+‘—f</>xi—fg(,-/)
g l
(K, eln,]
xﬂ*(l-/)¢5'
Afterwards, B computes
i1,)\Yi
;,1 = (”x h)
— Vi
v Y M«*-/xiyi
~\ XiYi & /b2 JiJ
= (g“) . l_[ (g /)
(.j)elln]
v y —x %y M*,vi
\Yi & Jb? DT
(./)€lln]
~ Y Iy
= ()" T (@)™
(.)€l n]
-~ * o/ 2
(@) TT ) ot/
G.Jj)ell,n]
(@) ()
i'e[l]
xp*(,-/)géS’
l—[ ( bA,aqu’)%
g 13
(K1) elmn,1]
xﬂ*(l-/)¢5'
. * na 2
M ()™
(.7)ell,n]
.{’XiM;j/
I1 (gh,-,af’ % ) o
(j,j/,i/)e[l,n,l]
)Cp*(i/)¢s/
ity

l—[ <gbi/aq+l+j’k’/bjg> XiXpx (i)

(. k' i)l n,n,l]

xp*(i/)¢S’
N\ -
.(gyf) - J1 (gbf’)xi_xp*m
i'ell]
xp*(,./)gés/
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ooy

[ ()™
(K'.i"Yeln,1]
X (i) £S'
1_[ 5\ M ' /b?
G)elln]

—x % A MF,
Por (M

1—[ <gb,-/aj /b}) NI ()
G )€l n,l]
xp*(i’) ¢S/

— - *
Ok p* (I)Mj. J

M (o) 750

(G K i)elln,n,l)

xp*(i/)¢5/
. N (l]x,-+l_z))7
— g(uxi+h>)’i . 1_[ (gb1/> ik (i)
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Consequently, 13 outputs secret key
SKI = (Tlv T]’? T2’ {Ti,ls Ti/’]’ Ti,2’ Ti/,zv
Ti3,T;4, T,-/,4, T;s, Ti/’5}i€[‘s,|]>

At the same time, 53 randomly chooses n € Z,, generates
the trapdoor of equality test

TR = (Rly R21 {Ri,17 Ri,21 Ri,31 Ri,41 Ri’S}ie[\S’H)
where
Ri= T Ra=To Ry = TR = 1%
R =Ty Rua= T} Ris =1}

B transmits SK; and TR to A.

Challenge. .A commits two hash values H; (My), H; (M)
to B, it runs Encrypt,,; and Encrypt — files algorithm to gain
the ciphertext:

B flips a coin to choose b € {0, 1}, computes

Ci = (H (M) [|0) @ Hy (Z - (8, 8")°)
Cy = Hi (Mp)" - H3 (Z ~e(g. gr)a/> ,
D* = gs D/* _ gr C/* — gar

It implicitly sets v = (s, sa + y2, sa>+y3, -, s
Yn), Where y2, - -, ¥y € Zp. Since A; = v - M;, then

n
A=) MisdTt 4+ My,
jeln] j=2

Jj€ln]

(iellD

For each row of matrix, BB implicitly sets o; = —sb;, and
calculates

= d

—sb;

- *

NG
— gd 1_[ <ga’ /b,-) Ji

G.J)€Elln]
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where 1; 1, t; 2> € Zp. B outputs ciphertext
cry* = (&5, G0 D", ", {ct Dy,
k k * *
Di,Z’ Di,37 Di,4’ Ei }ie[l])

And sends it to A.

Phase 2. Similar to Phase 1, the restriction is that attribute
set cannot satisfy access policy.

Guess. A gives a guess b'. If b = b, B outputs 1,
it indicates that A gets Z = e(g, g)mq+I and wins the game.
Otherwise 5 outputs 0, it indicates that Z is a random element
in G».

IfZ = e(g, g)qurI , B successfully simulates the real
scheme, because

Cp = (H M) 1) @ H2 (Z - (3. 8')°)
= (H\ (M) |I1) @ H (e(3, ')

C; = Hy (Mp)" - Hs <z ~e(g. gt)“’>

= Hy (M) - H (e(, )

VOLUME 7, 2019

In other words, if Z is a random element in G,, Hy (M) is
completely hidden in the challenge ciphertext. The advantage
of A wins the game can be defined as

Advy = |Pr[b' =b]—1/2]

If A breaks the secure game with a non-negligible advan-
tage, B can solve the decisional ¢ — 1 assumption with
a non-negligible advantage. Because the decisional ¢ — 1
assumption is a hard problem, our scheme proves to be
chosen-plaintext security.

B. CHOSEN-KEYWORD SECURE GAME

Theorem 2: If an adversary can win the chosen-keyword
secure game with a non-negligible advantage ¢, then we
can construct a simulator to solve DDH assumption with
advantage ¢.

Proof: Given a tuple (g, g%, g2, Z) of DDH problem
and sent it to a simulator, where g, Z € G1,z1, 22 € Zj. The
simulator’s task is to determine whether Z = g%%2 or Z is a
random element in G;. Therefore, simulator 13 executes the
following chosen-keyword secure game with adversary A.

Setup. B arbitrarily chooses f € G, B1, B2 € Zp. Letf =
g, g1 =gl g = ¢ Hy 1 {0, 1) — Zp, where Hy is a
one-way hash function. It generates public parameter PP =
(g.f, g1, g2) and master secret key MSK = (81, B2), while
making PP to public.

Phase 1. A issues adaptive queries:

Token query: A gives a query keyword w’, B chooses & €
Z,, at random, computes

Z, = gﬁlﬁz’
Ki=gt k=
K3 = (Z])g — gﬁlﬁzg’

A zfﬁlﬂz — g11/31/327
g%,
Ky = (Zz)f — gzlﬂlﬁzé‘

Then, it returns Tok = (K1, K>, K3, K4) to A.

Challenge. A arbitrarily chooses two keywords wog, wy.
B flips a coin to select b € {0, 1}, and randomly chooses
w,0,8 € Zp. Let D' = gt = g2 F = Z g Hatw)t |
it implicitly sets u = z», computes D; = g?_S,Dz = gg.
B transmits keyword index Index = (D’ ,F,D, Dz) to A.

Phase 2. Similar to Phase 1, but the restriction is that A
cannot query the keyword wg, wi anymore.

Guess. A outputs a guess keyword wy, b’
according as

e {0,1}

F qug—H4(wb/)0
— (gzl)”g_H4(Wb/)0

2122 —H4(wb/)9

=878

If ¥ = b, it means that the keyword guessed by the adver-
sary is the same as the keyword encrypted by the simulator,
there is

F' =F
where F = Zg—Hawp)0
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TABLE 4. Performance comparison of the scheme.

Scheme CP-ABE/KP-ABE Access Policy Keyword Search Outsourced Computing Equality Test

[2] CP-ABE LSSS No Outsourced decryption No
[48] KP-ABE Access tree No No Yes
[50] CP-ABE AND gate No No Yes
[51] CP-ABE LSSS No No No
[55] CP-ABE AND gate Yes No No
[56] CP-ABE AND gate No Outsourced decryption No
[57] CP-ABE LSSS No Fully outsourced No
[58] No No No No Yes
Ours CP-ABE LSSS Yes Fully outsourced Yes

Then 6000

7 = gZIZZ

Therefore when &' = b, BB outputs 1, it shows that A gets
Z = g¥% and wins the game. Otherwise 5 outputs 0, it shows
that Z is a random element in G;.

Since the DDH problem is hard to solve, we can’t con-
struct a simulator to solve it with a non-negligible advantage,
hence there is no PPT adversary wins the above game with a
non-negligible advantage, the proposed scheme proves to be
chosen-keyword security.

VIl. PERFORMANCE AND EFFICIENCY ANALYSES

In order to analyze the performance of solution, we mainly
compare the differences in function and algorithm efficiency
between our scheme and other related literatures.

We list the performance comparison (Table 4) bet-
ween the proposed scheme and literatures [2], [48],
[50], [51], [55]-[58]. It can be seen that most of the
schemes adopt CP-ABE, and the access policies used
are LSSS, access tree and AND gate. Both our scheme
and the literature [55] support keyword search. Although
literatures [2], [56], [57] all involve outsourced computing,
only [57] and our scheme support fully outsourced, [2],
[56] only use outsourced decryption. In addition, the pro-
posed scheme and literatures [48], [5O], [58] have equality
test judgment for ciphertext. In brief, our scheme is more
comprehensive in function than other literatures.

On the basis of Pairing Based Cryptography (PBC)
library [59], we mainly consider three time complexity algo-
rithms: multiplication, exponential and pairing operation.
To be specific, K indicates the number of attributes that
satisfy access policy, N indicates the number of attributes
owned by data user, /; indicates the number of wildcards in
access policy, L indicates the maximum number of wildcards
(In our scheme, let K = N, [; = L1). The environment of the
hardware runtime is Intel Core 15-3470 CPU @ 3.20GHz,
and RAM is 4.00GB. The software runtime environment is
JDK 1.7.5, JPBC 2.0.0 and MyEclipse 10. According to the
construction principle of the scheme, we choose the seven
phases of secret key generation, encryption, token generation,
search, decryption, trapdoor generation and equality test to
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compare the algorithm efficiency of our scheme with the
literatures [48], [50], [51], [55].

First, Table 5 contains four algorithms. In the secret
key generation phase, the algorithm of our scheme takes
more time than the literatures [48], [50], less than the
literatures [51], [55], where the time-consuming of the algo-
rithm is mainly the exponential operation of elements in
group Gj. The encryption phase is the same as the secret
key generation phase, since the encryption algorithm of
proposed scheme consists of two parts and involves more
exponential operations, which will take longer time, thus
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TABLE 5. Efficiency comparison of the scheme.

Scheme Secret Key Encryption Token Search
[48] 2NE; (2K +2) E1 + 2E> No No
[50] (1211 +10) Ey + 1201 M, (7+2L1)E1 + 4F2 + 2L My + 2Mo No No
[51] (13N +3)E1 + (8N + 1) My (8K +3)E1 + E2+ (2K + 1) My No No
[55] (2N +1)E1 + B2 (2K +1) E1 + B2 (2N +1)E;  Es+2NMs+ (2N +1)P
Ours (104 10N) E1 + (5+ N) My (K+T7)E1+2E> + (K +1) My 4E4 3Ma + 4P

E1 :An exponential operation of elements in group G1

E5: An exponential operation of elements in group Go

M : A multiplication operation on group G

Mo: A multiplication operation on group Go

P: A pairing operation

TABLE 6. Efficiency comparison of the scheme.

Scheme Decryption Trapdoor Equality Test
[48] 2F1 + KEs + (K — 1) M2 + KP NE; 2K Es 4+ (2K —2) M2 + (2K +2) P
[50] (8L1 +2) E1 + 4E2 + (8L1 — 7) M1 + 10M2 + 12P 0 8L1FE1 +4E2 + (8L1 — 6) M1 + 10M2 + 14P
[51] 2F1 + KEs+ M1+ (K +1) My + (6K +1) P No No
[55] No No No
Ours 2FE1 + M1 + 2Ms2 + 2P 5NEq (10K +2) M2 + (10K + 6) P

E7: An exponential operation of elements in group G
Eo: An exponential operation of elements in group Go
M : A multiplication operation on group G1

M : A multiplication operation on group Go

P: A pairing operation
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our algorithm efficiency is lower than [48], [50], higher
than [51], [55]. In the token generation and search phase,
because literatures [48], [50], [51] do not support the keyword
search function, we do not calculate the algorithm time of
literatures [48], [50], [51]. Compared with the literature [55],
the algorithm time of our scheme is constant in these two
phases, and the algorithm efficiency is higher than [55].
Then, Table 6 contains three algorithms. In the decryp-
tion phase, the literature [55] is an ABSE scheme, which
does not contain the decryption operation. Compared
with literatures [48], [50], [51], our scheme has the least
time-consuming and the highest efficiency, the algorithm
time is constant and does not vary with the number of
attributes. In the trapdoor generation and equality test phase,

VOLUME 7, 2019
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literatures [51], [55] do not have this function, and our
scheme is mainly compared with the literatures [48], [50].
It can be seen that the algorithm time of our scheme in these
two phases is higher than [48], [50], but it is better than [48],
[50] in other aspects.

In order to make the efficiency comparison more intuitive,
we draw the efficiency comparison figure 5-9 for the five
phases of secret key generation, encryption, search, decryp-
tion and equality test. On the whole, the efficiency of our
scheme is higher than other literatures.

Due to the large amount of computing of pairing opera-
tion, the general ABE schemes cannot be directly applied
to resource-constrained IoT devices. Therefore, For the sake
of solving this problem under the premise of ABE security,
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we adopt outsourcing technology. In CP-ABE schemes,
the size of ciphertext largely depends on the number of
attributes in access policy. It can be seen from Figure 8 that
the decryption operation time of our scheme is constant, and
it does not change with the number of attributes. Besides out-
sourced decryption, the outsourcing technology in the secret
key generation and encryption phase also greatly reduces the
local storage and computational burden, so that the proposed
scheme is suitable for IoT devices.

VIil. CONCLUSION

Currently, there are more and more devices connected to
IoT. With the help of cloud server, these 10T devices reduce
the burden of computing and storage while ensuring data
security and privacy, which makes the IoT more widely
available. In this paper, we propose KS-ABESWET in IoT,
on the basis of general CP-ABE scheme, the inverted index
is used to implement a more practical keyword search, which
solves the data search problem of [oT devices. For the sake
of reducing local load, a large number of calculations in
scheme are outsourced to the server, the resource-constrained
IoT terminal only needs to perform very few operations.
In addition, our scheme supports the equality test, so that
ACS can determine whether two ciphertexts encrypted by
different access policies contain the same plaintext with-
out decrypting ciphertext, which is beneficial to ciphertext
classification and accurate decryption, decreasing storage
resource consumption of IoT devices. Subsequently, based
on the decisional ¢ — 1 assumption and DDH assumption,
the proposed scheme is proved to be chosen-plaintext security
and chosen-keyword security. Moreover, we compare the
performance and efficiency of the solution with other relevant
literatures, which indicates that our scheme is practical. In the
future, how to simplify the equality test algorithm and achieve
OW-CCA security will be a problem that needs to further
study.
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